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REGISTRATION SYSTEM AND METHOD USING 
A BACK END SERVER 

Cross Reference to Related Applications 

This application is claims the benefit of Provisional AppUcation 
Serial Number 60/232,575, filed September 13, 2000, the entire contents 
of which are incorporated herein by reference. 

Background of the Invention 

The number of websites accessible over the World Wide Web and 
the number of types of devices attempting to access these websites is 
growing. Just a few years ago only desktop computers could access the 
Intemet and posted web pages. Quickly thereafter users were able to 
access websites on the World Wide Web from portable, laptop or 
notebook computers. Users can now access the World Wide Web via a 
variety of access devices. With this proliferation of types and numbers of 
devices available to a user, the number of ways each individual user 
accesses information over the Intemet is multiplying. A user may have a 
desktop computer both at work and home, a special Intemet Appliance, a 
handheld wireless access device, a wireless cellular telephone device and 
the like. 

Because of this proliferation of devices, websites must recognize 
the type of device trying to access a particular information. ^_ This is 
because each of the access devices may have different operating 
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capabilities. For example, if a handheld device includes a monochrome 
screen, it does not make sense to transmit color information to the 
handheld device. Because the monochrome data is typically smaller than 
the color data, transmission time is reduced. 

Therefore, v^hen a user wishes to obtain information from a 
particular website, the user may be asked to register at the website. This 
registration process will likely involve instructing the website of the 
operating capabilities of the access device. This may be performed by 
direct text entry of the information by a user or the automatic detection of 
the capabilities of the access device by the website. This registration 
process may be required for each website the user wishes to visit. This 
can be a cumbersome process. 

Furthermore, when a user purchases a new wireless or other access 
device, the company manufacturing this device typically will operate a 
website. It is important for users to register their new devices to insure 
that all product upgrade and other product information will be received 
by the user. This requirement is especially important if the access device 
is built without a physical way of adding software, or replacing software 
in case of a system crash. 

Indeed, many PDA's do not allow for the direct loading of new 
software. The software must be first loaded onto a personal computer, 
and then loaded onto the PDA utilizing a predetermined loading 
sequence. While this system works well, an intermediate device is 
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required. This is a costly requirement. Furthermore, with a new breed of 
Internet appliance similarly lacking a physical way to add new software, a 
user may have only this appliance and not own another stand-alone 
computer. 

5 Therefore, it would be beneficial to provide a registration system 

for registering a computerized access device that overcomes the 
drawbacks of the prior art. 

Other objects and advantages of the invention will in part be 
obvious and will in part be apparent from the specification and the 

10 drawings. 

Summary of the Invention 

Therefore, in accordance with the invention, registration for a 
website is provided via a back end server connected directly to an ISP, 
and bypassing load balanced front end servers that are providing the 
15 computing power to run a website. In this way, resources for meeting 
user's requests are not compromised when other users wish to register for 
the website. 

The invention accordingly comprises the several steps and the 
relation of one or more of such steps with respect to each of the others, 
20 and the system enibodying features of construction, combination(s) of 
elements and arrangement of parts that are adapted to effect such steps. 
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all as exemplified in the following detailed disclosure, and the scope of 
the invention will be indicated in the claims. 

Brief Description of the Drawings 

For a more complete understanding of the invention, reference is 
5 made to the following description and accompanying drawings, in which: 

Figure 1 is a block diagram depicting an embodiment of the 
registration system constructed in accordance with the invention; and 

Figure 2 is a flow chart diagram depicting an embodiment of the 
method in accordance with the invention. 

10 Detailed Description of the Preferred Embodiments 

An embodiment in accordance with the invention will now be 
described, making reference first to figure 1. As is shown in figure 1, an 
Intemet communication device 10 is shovm. This communication device 
preferably comprises an Intemet appliance without local information 

15 entry means, such as a lack of a disk drive, but may comprise any 
commonly known devices such as a cellular telephone with web access, a 
personal information manager with web access, standard desktop 
computer, or any other device for accessing the World Wide Web and 

- Intemet, either wirelessly, using a land line, satellite transmission or the 

20 like. Additionally, this system is not only limited to the Intemet and 
World Wide Web, but may also be applied to any other communication 
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network, either proprietary or otherwise. Preferably, this appliance is an 
evilla device manufactured by Sony Electronics Corporation. 

During normal use, communication device 10 is coupled with the 
Internet and World Wide Web via an Intemet Service Provider (ISP) 20. 
This ISP allows a user to temporarily connect to the Intemet via one of its 
dedicated access points. Thus, a user dials up a number, or accesses its 
ISP in any appropriate manner. A link is then provided from the ISP to 
the user, and from the ISP to any other desired website via the Intemet. 
The desired destination website is typically determined in accordance 
with a specific request by the user. In this manner, the user may view any 
desired website on the World Wide Web, via the Intemet, and in 
accordance with an agreement between the user and the ISP. 

As is further shown in figure 1, when a user wishes to access a 
particular web page 30, a link is established from ISP 20 to the desired 
website 30, in accordance with a request from the user. Often, a firewall 
22 is present on the communication link between ISP 20 and website 30. 
This firewall monitors communications between the ISP and the website 
to insure that only data that is allowed to be transferred from website 30 
to ISP 20 is allowed to be accessed. Thus, the firewall aids in protecting 
the information on website 30, the integrity and safety of website 30, and 
any other systems associated with the software or hardware of website 30. 

In this embodiment of the invention, the producer, sponsor, or 
other support entity of user communication device 10 provides website 
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30, by way of example only. Website 30 includes any number of features 
that are determined to be of great use to users of communication device 
10. Website 30 includes a registration by secure sockets layer 12, a 
disaster recovery function 17, an operating system upgrade function 34, 
and a server applications and administration of website function 32. 
Registration function 12 allows for communication device 10 to be 
registered at website 30. Disaster recovery function 17 allows for 
registered users to obtain data that is backed up for them at the website or 
reinstallation of operating systems of the like upon a system crash. For 
example, each time a registered user logs on to the web site, a picture of 
the entire memory of communication device 10 may be saved at website 
30 and disaster recovery function 17. If a user's communication device 
10 malfunctions, is lost, or for any other reason the contents of its 
memory is erased, a new copy of the operating system, and the stored 
memory can be recovered from website 30 and specifically from disaster 
recovery function 17. The stored memory preferably comprises at least a 
functioning operating system, and appropriate phone number user data or 
other appropriate data for the user to connect to his or her ISP. 

Operating system upgrade function 34 allows for the operating 
system employed on communication device 10 to be upgraded. As 
additional functionality is made available to purchasers of a new 
communication device 10, users of older devices can also enjoy these 
upgraded features by upgrading their operating system. Service 
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applications and administration website function 32 includes any number 
of programs for allowing functionality required for certain functioning of 
communication device to take place at website 30. Thus, for any number 
of complicated functions, processing could take place at website 30, an 
5 answer being forwarded back to communication device 10. Also, any 
number of other programs for actual operation of the website is provided. 
Finally, certain routine maintenance of communication device 10 may be 
performed. 

All of the functioning of website 30 is performed on one or more 
10 load balanced front end servers 36. These servers are provided for any 
number of users to access the information at website 30 at the same time. 
While some practical limit does exist as to the amount of traffic that can 
be handled by servers 36, additional servers can be added as necessary. 
Thus, in most cases, any user should be able to access website 30 at any 
15 time. 

As is further shown in figure 1, all but one of the access points to 
website 30 are protected by a firewall. Thus, it is only access via ISP 20, 
and a back end server 25 that does not include a firewall. In accordance 
with the invention back end server 25 is directly connected lo ISP server 
:20 20. Communication between the two is preferably performed using a 
standard XML protocol, but may employ any other communication 
protocol. Back end server 25 is coupled with a storage device 27 for 
storing data associated with back end server 25, and most importantly for 
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the various registration entities. During an initial communication and 
registration process communication device 10 automatically dials up a 
registration 800 number to begin the registration process for 
communication device 10. As shown in figure 1, this process takes place 
5 via a link protected by firewall 16 designed to insure the security of 
website 30. After a connection is made between communication device 
10 and website 30 using a secure sockets layer (SSL) to encode and 
protect the contents of the transition, information initially identifying 
communication device 10 is transmitted to website 30. An HTML request 

10 for registration is then sent from communication device 10 to website 30. 
This request is received by registration fimction 12 of website 30, In 
response to this request, a registration display screen page is transmitted 
from registration fimction 12 to communication device 10 using JAVA 
script and/or HTML protocols, 

15 Once communication device 10 has received this registration 

display screen page, contact with website 30 is severed. The user then 
completes the displayed registration form on communication device 10. 
While the form is being completed by the user, or directly thereafter, a 
communication link is established between communication device 10 and 
:20 a back end server 25 via a user's ISP server. Once the registration form 
has been completed,, the information is transmitted to back end server 25 
employing an XML communication protocol. The transmission of 
registration information is performed between ISP 20 and back end server 
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25, therefore avoiding burdening front end servers administering the 
website, and also avoiding any number of firewalls set up for the 
protection of website 30, 

Once back end server 25 has received registration information for a 
particular user, that user and device are registered with the website. This 
registration process allows communication device 10 to utilize all 
features of website 30 in the future. 

After registration, the user has a number of methods for accessing 
website 30. Of course, any number of access points may be provided, 
those shown in figure 1 being by way of example only. 

Communication device 10 may connect to disaster recovery 
function 17 of website 30 in order to recover information that may have 
been lost by communication device 10, such as upon a system crash of 
communication device 10. This contact may be made by a direct dial-up 
connection between communication device 10 and website 30 specifically 
designed to receive disaster recovery requests or may be made 
altematively via ISP server 20, or other appropriate data transfer protocol. 
Once contact is made, stored disaster recovery information is read from 
back end server 25 and provided to disaster recovery function 12. How 
this stored data is obtained will be discussed below. Information is 
preferably transmitted between communication device 10 and website 30 
in accordance with the JAVA script and HTML protocols, but any other 
communication protocol may be employed. This connection is protected 
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by a firewall 16. Thus only users who have previously registered in 
accordance with the procedure set forth above are able to access this 
registration function of website 30, 

As is further shown in figure 1, communication may be provided 
between communication device 10, via ISP server 20, to website 30. A 
direct dial up connection may also be employed. This connection may 
link a registered user of communication device 10 with operating system 
upgrade function 34. This communication is protected by a firewall 22, 
employing registration information obtained fi^om back end server 25. 
Via these communications, as noted above, the operating system of 
operating system upgrade function 34 may be transmitted to 
communication device 10. Thus, an operating system upgrade may be 
provided to a registered communication device. 

The communication between communication device 10 and 
website 30, via ISP 20 may link communication device 10 with server 
applications and administration website function 32. In addition to 
allowing for various programs to be run at website 30 at the request of, 
and for the benefit of, communication device 10, various data backups 
and other administrative processing is performed. Thus, for example, 
each night, a data backup from communication device 10 to website 30 
may be performed; If communication device 10 crashes, this stored 
information will be available via disaster recovery function 17. 
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To begin such a backxip procedure, communication device 10 sets 
up a link to server applications and administration function 32, 
Predetermined information is transmitted back to communication device 
10 from server applications and administration function 32. 

After receipt of this predetermined information, data to be backed 
up is sent directly to back end server 25, bypassing website 30, and most 
importantly front end servers 36. In this manner, an efficient 
downloading procedure may be established. 

Referring next to figure 2, a flow of information in accordance with 
the present invention will be described. First, when a new 
communication device is purchased, at step 205, a registration phase is 
performed via an 800 number. After a connection of the new 
communication to a website via the 800 number is established through a 
firewall, initial identification information and a request for registration of 
the communication device is sent from the communication device to a 
registration function of the website in step 210, Upon receipt of this 
request, a JAVA script and HTML registration form is returned to the 
communication device at step 215. This registration form is completed 
by a user and forwarded to a back end server associated with the website 
via a standard ISP connection at step 220. 

After registration, the user has a number of options in which to 
interface with the website, three being shown in the present invention. 
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As a first choice, as shown in figure 2, the communication device 
may request an operating system upgrade at step 225. This request for 
operating system upgrade is forwarded to the website and specifically to 
an operating system upgrade function via the standard ISP connection or 
link. After this request is received by the operating system upgrade 
function of the website, a new operating system is transferred to the 
communication device and installed therein. 

Next, a data backup and any number of other administrative 
functions may be selected and performed. While the description of the 
data backup will be given herein, any other administrative functions may 
be performed in a similar manner. At step 240, data backup and other 
administrative functions are determined to be desired. Thereafter, at step 
245, a request for data backup is sent to the website, and more 
specifically is sent to a server application and administration website 
function via a standard ISP connection or link. In response to this 
request, the website transmits, and the communication device receives, 
instructions for backing up the data contained within the communication 
device. Data to be backed up is thereafter transmitted directly to the back 
end server via the ISP link, thereby bypassing the front end servers of the 
website. This transmission is similar to that taking place in accordance 
with the original registration steps. 

Finally, a disaster recovery function may be employed. Upon 
implementation of a disaster recovery function at step 260, a request for 
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recovery of data is made via an 800 number at step 265. Upon request 
and proper identification of communication device, backed up data is 
transferred from the backup server to the communication device via a 
disaster recovery function included within the website. This connection 
5 is not performed via the ISP Unk, because the recovery information may 
be required to dial up the user's ISP. The 800 numbers for both 
registration and disaster recovery are bumed into a chip in the 
communication device and therefore cannot be forgotten. 
tsi Therefore, in this manner, highly intensive data transfer operations 

J H 10 can be performed by bypassing the front end servers of a website, thereby 
PI increasing the efficiency of the website functionality as well as leaving 

Q sufficient competing power for other users. Registration for a website, as 

well as various other time-consuming processes, are provided via a back 
end server connected directly to an ISP, and bypassing load balanced 
15 front end servers 36 that are providing the computing power to run 
website 30. In this way, resources for meeting user's requests are not 
compromised when other users wish to register for website 30, or use of 
other program features of the website. 

It will thus be seen that the objects set forth above, among those 
:2o made apparent from the preceding description, are efficiently attained 
and, because certain, changes may be made in carrying out the above 
method and in the construction(s) set forth without departing from the 
spirit and scope of the invention, it is intended that all matter contained in 
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the above description and shown in the accompanying drawings shall be 
interpreted as illustrative and not in a limiting sense. 

It is also to be understood that the following claims are intended to 
cover all of the generic and specific features of the invention herein 
described and all statements of the scope of the invention which, as a 
matter of language, might be said to fall therebetween. 
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